5. RUSSIAN INFORMATION WARFARE
AGAINST UKRAINE I: ONLINE NEWS
AND SOCIAL MEDIA ANALYSIS

This chapter presents research findings on Russian information activities
against Ukraine based on the media analysis. The results of the interviews
are presented in Chapter 6.

5.1. Russia’s Information Warfare Against Ukraine

Vladimir Sazonov, Kristiina MUlr

Introduction

Since 2014, during the course of the Ukraine crisis the role of actual mili-
tary interventions has remained low in comparison to different tools of
asymmetric warfare (information warfare, economic measures, cyber war,
and psychological war on all levels), often referred to as hybrid warfare.'*
Despite the recent increased usage of this term due to the Ukraine crisis, the
principles of the phenomenon it is used to describe were also characteristic
to already the Soviet military thinking. According to Andras Racz, in hybrid
war, ‘the regular military force is used mainly as a deterrent and not as a
tool of open aggression’'* in comparison to other types of war. However,
what was new in 2014, was the ‘highly effective, in many cases almost real-
time coordination of the various means employed, including political, mili-
tary, special operations and information measures’ that caught both the Kyiv
government and the West off guard in Crimea and Eastern Ukraine.'"’ This
chapter focuses on one component of the unconventional or non-linear war —
information warfare.

145 For further elaboration on the ambiguity of the concept ‘hybrid warfare’, see Chapter 3.
146 Rdcz, A. 2015. Russia’s Hybrid War in Ukraine: Breaking the Enemy’s Ability to Resist.
Helsinki: The Finnish Institute of International Affairs, pp. 88—89.

7 1bid., p. 87.
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According to Ulrik Franke'*®, information warfare is about achieving
goals, e.g. annexing another country, by replacing military force and blood-
shed with cleverly crafted and credibly supported messages to win over the
minds of the belligerents. However, for Russia, information warfare is not
simply an accidental choice of instruments in a diverse toolbox of weapons.
The new Russian military doctrine from December 2014'* explicitly states
that in modern warfare information superiority is essential to achieve victory
on the physical battlefield. Or, as Army General Valery Gerasimov'”’, Chief
of the General Staff of the Armed Forces of Russia, explains: ‘Information
warfare opens wide asymmetric possibilities for decreasing the fighting
potential of enemy’. Russian scholars Chekinov and Bogdanov'”' use the term
strategic information warfare, which forms a vital part of supporting different
military and non-military measures (e.g. disrupting military and government
leadership, misleading the enemy, forming desirable public opinions, orga-
nising anti-government activities) aimed at decreasing the determination of
the opponent to resist.

Yevhen Fedchenko, Director of the Mohyla School of Journalism in Kyiv
and co-founder of the StopFake.org website describes the Russian state prop-
aganda:

For the Kremlin, propaganda has become an integral part of information
warfare. Throughout the past decade the Russian propaganda machine
has been structured and effectively implemented, reaching a climax during
the occupation of Crimea and the subsequent devastating war in Eastern
Ukraine. It started in 2005 with the creation of Russia Today (subsequently
RT) and every year more ‘media’ outlets are added to this global network.
Almost every week another propaganda outlet, Sputnik International, opens
a new bureau somewhere in the world, hiring qualified local journalists and
producing radio and multimedia content in almost 30 languages. According
to their website, ‘Sputnik points the way to a multipolar world that respects
every country’s national interests, culture, history and traditions. This is just
one of the many examples of media outlet double-speak. In reality, their aim
is to influence global public opinion, distort reality and act as a mouthpiece
for the Kremlin.'>

'8 Franke, U. 2015. War by non-military means: Understanding Russian information war-
fare. — Avdelningen for Forsvarsanalys. Stockholm: Totalforsvarets forskningsinstitut, p. 9.
149 Rossiyskaya Gazeta 2014.

130 Gerasimov 2013, pp. 2-3.

P! Yekunos, C. I.; Bornanos, C. A. 2011. Biusinue HenpsMbIX JeHCTBHI Ha XapakTep
COBPEMEHHO BOWHEI. — BoeHHas mbicib (6), p. 6.

132 Fedchenko 2015.
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Compared with the 2008 war in Georgia, when Russia misjudged the impor-
tance of information warfare'> and eventually it lost the war of narratives to
the West, Russia has learned its lessons and now pays more attention to the
role of information in the high-tech world, strategic communications, and
modern warfare.”* In 2014, Russia’s information operations against Ukraine
played a significant part in its actions on the territory of Eastern Ukraine.'>’
Nevertheless, it is important to note that the Russian information opera-
tions against Ukraine are not new. Vitalii Moroz'*°, Head of the New Media
Department at Internews Ukraine, and Tetyana Lebedeva'®’, Honorary Head
of the Independent Association of Broadcasters, point to the years 2003—
2004 when the Russian propagandists started to develop the idea of dividing
Ukraine into two or three parts. Moroz associates it with the events taking
place in Russia at the same time — the oppression of the NTV news channel
and the appearance of political technologists in the Russian media space.'®
Some of these technologists were simultaneously hired by the team of Yanu-
kovych to work against the Ukrainian president Viktor Yushchenko (2005—
2010)."” According to Lebedeva, Russian information activities started to
appear already during the presidency of Leonid Kuchma (1994-2004), but
the impact of the ‘first Maidan’ — the Orange Revolution of 2004 — made the
Russian rulers uneasy about maintaining their influence over Ukraine.'®

133 See e.g. Niedermaier, Ana, K. (ed.) 2008. Countdown to War in Georgia. Russia’s Foreign
Policy and Media Coverage of the Conflict in South Ossetia and Abkhazia. Minneapolis: East
View Press.

13 Ginos, N. D. 2010. The Securitization of Russian Strategic Communication. A Monograph.
School of Advanced Military Studies, United States Army Command and General Staff Col-
lege. Fort Leavenworth, Kansas, AY.

133 See e.g. Berzing, J. 2014. Russia’s New Generation Warfare in Ukraine: Implications for
Latvian Defense Policy. — Policy Paper No. 2 (April 2014). Riga: National Defence Academy
of Latvia Center for Security and Strategic Research; De Silva, R. 2015. Ukraine’s Informa-
tion Security Head Discusses Russian Propaganda Tactics. — Defence 1Q, 01.06.2015.

<http://www.defenceiq.com/defence-technology/articles/ukraine-s-information-security-head-
discusses-russ/> (15.07.2015); Galeotti, M. 2014. Hybrid War’ and ‘Little Green Men’: How
It Works, and How It Doesn’t. — Pikulicka-Wilczewska, A. Sakwa, R. (eds.) 2015. Ukraine and
Russia: People, Politics, Propaganda and Perspectives, Published by E-international Relations
(Bristol, UK), pp. 157-164; Howard, C.; Puhkov, R. 2014. Brothers Armed. Military Aspects

of the Crisis in Ukraine. Minneapolis, USA: East View Press.

1% Interview with Vitalii Moroz, carried out by Sazonov.

157 Interview with Tetyana Lebedeva, carried out by Sazonov.

158 Interview with Moroz.

"% 1bid.

160 Tnterview with Lebedeva.
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Back then, Russian information operations were not as massive, aggres-
sive, influential, or visible as they are now. Dmytro Kuleba, Ambassador-at-
Large of the Ukrainian Foreign Ministry, is of the opinion that a more aggres-
sive wave of Russian information campaigns began approximately one year
before the annexation of Crimea, in 2013.'"*' The way in which the process
unfolded indicates that this was a well-prepared action and Russia was mili-
tarily ready to conduct the operation in Crimea.

In the conflict in Eastern Ukraine and Crimea during 2014, Russian
information operations were used at all levels from the political level against
the state of Ukraine, its structures, and politicians, up to the military level.
According to Jolanta Darczewska'®, diplomats, politicians, political analysts,
experts, and representatives of the academic and cultural elites supported an
unprecedentedly large-scale exploitation of Russian federal television and
radio channels, newspapers, and online resources.

In Russia’s information campaigns against Ukraine, Moscow propagan-
dists use a number of different myths and narratives that are mostly related
to the Second World War, Stepan Bandera, and the Ukrainian nationalists of
the 1940s, but also refer to Nazism and violence. Additionally, they use the
images of the ‘glorious’ Soviet period. Such manipulations in the Russian
media are very common since Vladimir Putin came to power in the Russian
Federation.'®

Russia’s propaganda machine is powerful, functions well, and targets a
number of different audiences in Ukraine. It aims to disparage the Ukrainian
government and demonstrate that it is a corrupt, illegal, and fascist junta.

The Ukrainian defence forces and its volunteer units are often compared
to Einsatztruppen (executions squads), Nazis, killers, terrorists, bandits, and
servants of the Kyiv junta. Ukraine is portrayed as a failed state, or a puppet
of NATO and Western countries.

Another strong narrative promoted by Russian propagandists is the
existence of a Western conspiracy against Russia, Russians, and the Russian

1! Interview with Kuleba, carried out by Sazonov.

2 Darczewska, J. 2014. The Anatomy of Russian Information Warfare the Crimean
operation, a case study. — Point of View, Number 42 (May 2014). Warsaw: Osrodek Studiow
Wschodnich im. Marka Karpia, Centre for Eastern Studies, p. 5.

' Lipman, M. 2009. Media Manipulation and Political Control in Russia. — Carnegie
Moscow Center. <http://carnegie.ru/2009/02/03/media-manipulation-and-political-control-
in-russia-pub-37199>.



5. RUSSIAN INFORMATION WARFARE AGAINST UKRAINE | 73

World.'** Western politicians are depicted as cowardly and double-faced
people who support killing civilians in Ukraine, especially children.'®

5.2. A Comparative Overview of Online News
Kristiina Mudr

Analysis of the three online news channels — Komsomolskaya Pravda (KP),
Regnum, and TV Zvezda - revealed a range of approaches used in Russian
information campaigns to construct a negative image of Ukraine. Although
the three channels under scrutiny do not represent the entire spectrum of the
Russian media, the study nevertheless shows how an anti-Ukrainian approach
can take different stylistic forms and rely on various nuances. By using
different channels with different approaches, Russia’s information warfare
manages to cater for different audiences with different tastes and needs for
media consumption.

As to the genre, each of the channels can be characterised by a different
style of broadcast (see Figure 2). While KP uses the greatest variety of
different journalistic genres, it is TV Zvezda that spreads the word predomi-
nantly in the form of news.

Therefore, while TV Zvezda focuses on the newsworthiness of different
events and fast facts (whether or not they are actually true), KP takes it one
step further by also providing its readers with conclusions and interpretations
by going in-depth with interviews, reports, and opinion pieces in addition to
classical news stories.

Regnum has adopted an interesting approach by relying mostly on two
genres — news and statements. The statements are mostly quotations from
various politicians, officials, and institutions that are used to gain additional
credibility by relying on the external authority of prominent figures.

The list of main topics (see Figure 3) is dominated by different war-
related events — combat activities, violence, and terrorism. Since the focus
of the study was on the military aspects of the on-going crisis, this is to be
expected.

1% See e.g. Kou, A.; Cremnn, JI. 2014. Ononuenen u3 Adpranucrana: Jlusus, Cupus, Mpax...
Bac, pycckux, okpyxatotr. — Komcomonbckas npasaa, 20.11.2014. <http://kompravda.eu/
daily/26310.3/3188038> (22.06.2016).

15 See e.g. Tyxanuna, O. 2014. TTouemy 3anan Berynaercs 3a [lyccu Paiior, a He 3a MEpTBBIX

nesouek u3 Jlyrancka. — Komcomonbckas mpasna, 24.9.2014. <http://kompravda.eu/
daily/26273.7/3150573/> (22.06.2016).
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Figure 2. Genres of the articles analysed

The presence of the participants in the conflict on the ground — Ukrainian and
separatist armed forces, as well as prisoners of war (POWSs) — is less preva-
lent. Nevertheless, in KP and TV Zvezda, the Ukrainian armed forces are still
the third most common topic. These two outlets pay considerably less atten-
tion to the separatist armed forces. In Regnum, on the other hand, the armed
forces, whether Ukrainian or separatist, figure equally little.

Of the three outlets surveyed, it is Regnum that focuses most on the
political aspects of the conflict by including stories that deal with the
Ukrainian government, the West’s interference in Ukraine, and Russia. These
topics also appear in TV Zvezda, but to a lesser extent. Interestingly, they are
virtually non-existent in KP.

Topics concerning the separatists — the so-called Donetsk and Luhansk
People’s Republics (DPR/LPR), Novorossiya, and Crimea — are present to
only a very small degree as main topics across all three outlets. This shows
that while reporting the military aspects of the crisis, even if the articles
deal with Eastern Ukraine, the main focus was on specific events (battles,
shootings, violence etc.) rather than on broader questions, e.g. legal recogni-
tion of the separatist entities.
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Figure 3. Main topics of the articles in KP, Regnum, TV Zvezda

All in all, it is KP that stands out with the narrowest range of topics, concen-
trating largely on the events on the ground, and leaving the political aspects
of the crisis in the background. Regnum and TV Zvezda have a more even
distribution of main topics.

When it comes to a breakdown of the main topics across the four phases of
the conflict (as specified in Chapter 4), the overall trend is that the first phase
(April 2014 — provoking the military conflict) can be distinguished from the
phases II-IV, which correspond to the direct military conflict (see Appendix
4, Figure 15-19). The various attitudes present in the articles do not display
any major trends throughout phases II-1V, except for the appearance of
certain time-specific events in the media (e.g. MH17 plane crash, the Minsk
peace talks, and ‘humanitarian convoys’).

KP stands out by focusing exclusively on topics related to combat activi-
ties and separatist armed forces (see Appendix 4, Figure 15) during Phase
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I. During Phases II and 111, the relative share of topics related to combat
activities and terrorism is the highest in KP across all outlets, which coincides
with the most acute phases of the military conflict (see Appendix 4, Figure
16—-18) and is in line with our expectations. The selection of the main topics
is the widest in Phase IV (see Appendix 4, Figure 18). This illustrates how
the Russian information campaigns against Ukraine grow broader in scope.

In terms of geographic contextualisation (see Figures 4-6), the three
news channels also exhibit different focuses.

KP treats the crisis most ‘locally’. References to Eastern Ukraine and
the different entities in that region — the DNR, Donbass, LNR — dominate.
In comparison to the other outlets KP publishes the least number of refer-
ences to the whole of Ukraine. KP concentrates on Kyiv, mostly in the form
of stories about the Eastern regions being in opposition to the policies of the
new government.

The frequency and scope of geographical/geopolitical references in
Regnum and TV Zvezda is considerably higher, therefore showing more of
the ‘big picture’. Regnum and TV Zvezda mention Ukraine the most. Regarding
the different possible territorial entities in Eastern Ukraine, they refer mostly to
the DNR, followed by Donbass. TV Zvezda and Regnum also bring in Russia,
the West, and the USA/NATO, which remain largely untouched by KP.

UKRA

REGNUM

NUMBER OF ARTICLES
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Figures 4-6. Geographic contextualisation of the Ukraine crisis in the articles
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Contrary to expectation, the temporal contextualisation (see Figure 7) of
the stories was predominantly present-centred. KP did not make a single
reference to past events.

On a few occasions TV Zvezda referred to the events of the recent past,
starting from the EuroMaidan.

Regnum used the widest selection of references to historical events,
including WWII and the Soviet period, but the share of articles referring to
past events did not account for more than 10 per cent of the overall number
of articles examined.

Therefore, the parallels that are often drawn between Ukraine and Nazi
Germany do not come in the form of references to the actual events of the
past. Instead, they appear in the form of labels used to describe target groups
in Ukraine.

The news outlets also differ in terms of sources used (see Figure 8). KP
relies mostly on the Russian media and different groups of people involved
in the events. The categories most often referred to are other Russian media
outlets, participants/civilians among separatists, separatist soldiers, and
Ukrainian soldiers.

number of articles KOMSOMOLSKAYA PRAVDA
Present time 128
Recent past ()
REGNUM
Present time 126

Recent past ' 2

1991—2003' 2
1945-1991 . 3

wwil ' 4

Soviet Ukraine
1922-1939 ' 2

TV ZVEZDA
Present time 141

Recent past . 4

Annexation of l 1
Crimea
1

WW Il |

Figure 7. Temporal contextualisation of the Ukraine crisis in the articles
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Figure 8. Most popular sources referred to in the articles

Regnum relies mostly on experts and authorities. Ukrainian and Western poli-
ticians and institutions, the Russian media, and Russian experts/analysts top
their list of sources.

The list of sources used by TV Zvezda is the most varied and includes
Ukrainian politicians and institutions, the Russian media, and separatist and
Western politicians/institutions.

TV Zvezda mostly relies on political figures and institutions as sources
(see Figure 9). While Poroshenko is the most often cited individual politician
in TV Zvezda and KP, Regnum refers mostly to Putin. While Putin is shown
as being critical towards Ukraine, the outlets are critical towards Poroshenko
for a wide array of grievances. Lavrov is also somewhat visible — mostly
with regard to his statements in international organisations — but references to
Yatsenyuk, Shoigu, and Yanukovych are rare. Interestingly, Medvedev is not
referred to even once in any of the outlets. Quotes from ministries and their
spokespeople provide the greatest number of references to other politicians
in Ukraine and Russia.

John Kerry and Anders Fogh Rasmussen figure most as individual Western
politicians, mostly in the context of USA/NATO interference in Ukraine,
together with references to different ministries and their spokespersons.
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Figure 9. Politicians and official institutions referred to the most in the articles

Different target groups in Ukraine — soldiers, army leadership, and the
government (see Figure 10-12) — receive the most diverse and critical treat-
ment by KP.

While TV Zvezda and Regnum only compare the Ukrainian government
with Nazis, KP extends this judgement to the Ukrainian army and its leader-
ship as well. In general KP is the most judgemental of the three.

é 250 - not mentioned
é ] - no judgement
= o0 - N
200 - other negative
EEE— - russophobia
150 = - - violence
- - Kyiv junta
100 [~ - execution squads
- - fascists
50 1™ belittling
I
- positive
0 -
Komsomolskaya Regnum TV Zvezda
Pravda

Figure 10. Attitude of the articles towards the Ukrainian armed forces'®

1% Including volunteers.
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Figure 11. Attitude of the articles towards the command authorities of the Ukrainian
armed forces - most mentioned
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Figure 12. Attitude of the articles towards the Ukrainian government — most mentioned
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In many cases Regnum and TV Zvezda simply present events in a neutral-
looking manner, whether or not the facts they use are actually true, but do
not draw explicit conclusions and are, therefore, more reserved in their style.

TV Zvezda pays much less attention to the leadership of the Ukrainian
army in comparison with Ukrainian soldiers and government, and also when
compared to the other outlets.

Throughout the period under scrutiny, it is phase I (April — provoking
the military conflict) that stands out in terms of portraying the Ukrainian
armed forces and its volunteers (see Appendix 4, Figure 19). This is evident
by the highest share of non-judgemental articles (KP, Regnum) and the lowest
number of articles to mention the Ukrainian armed forces (TV Zvezda) in
comparison to the later phases.

The overall picture of different labels and keywords used about the
Ukrainian armed forces also becomes more diverse during phases 1I-1V
(direct military conflict) across all outlets as the demonisation of Ukraine
intensifies (see Appendix 4, Figures 20-23).

In terms of change in attitudes towards the Ukrainian government
regarding the different phases of the conflict, the greatest difference comes
into play when associating the government with violence against its people.
Similarly to previous categories, the change also becomes evident when
comparing the first phase with the later ones (see Appendix 4, Figures 23-27).

While TV Zvezda remained relatively modest about the Ukrainian armed
forces in April when compared to the other outlets, then it is in April when
TV Zvezda associates the government the most with violence.

TV Zvezda argues less for acts of violence during the later phases while
KP, on the other hand, increases its use of this narrative. The selection of
narratives used by KP also widens with time, while Regnum and TV Zvezda
display more fluctuation.

The West gets considerably less attention in all three outlets than Ukraine,
whether in the form of USA/NATO, Europe/EU, or as a whole (see Figures
13—15). Across all of these categories, the West figures mostly in Regnum,
despite half of those articles actually not making any explicit judgements.
While TV Zvezda focuses on the West’s involvement in Ukraine, then Regnum
and KP also bring in the narrative of the West’s involvement in Ukraine as
provocation against Russia.

Interestingly, the USA/NATO, which are depicted as the major Western
adversaries, are treated roughly the same way throughout the entire period
under research. No significant change in tonality towards the USA/NATO
can be observed throughout the four phases (see Appendix 4, Figures 27-31).
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Figure 15. Attitude of the articles towards the West as a whole -most mentioned

5.3. Komsomolskaya Pravda

Vladimir Sazonov

Komsomolskaya Pravda (KP), established in 1925 in Soviet Union, is one
of the oldest newspapers in Russia. The Komsomolskaya Pravda Publishing
House does not only have online and print outlets, but also owns a radio
channel.'”’

KP is still well respected among the Russian audience and is very influen-
tial not only in Russia, but has also in Ukraine (especially in Eastern Ukraine),
Moldova, Belarus, and in other countries with large Russian diasporas,
including the Baltic States.'®® It is published in altogether 53 countries: 11
in the CIS and 42 in the rest of the world.'” The overall circulation of the
entire Komsomolskaya Pravda Publishing House comprises 46.1 million
copies per month; the kp.ru web portal is visited by more than 20 million

17 <http://www.kp.ru/radio/>.

'8 See Komcomoubckas Ipasaa, <http://www.kp.ru>; Komcomosnckas Ilpasna B Ykpa-
uHe, <www.kp.ua>; Komcomosnckas [IpaBna: Cesepuas EBpona, <www.kompravda.eu>;
Komcomoibekas IlpaBaa B Moanose, <http://www.kp.md>.

199" <http://advert.kp.ru/Files/20150901122913.pdf>. However, the list of CIS countries also
includes the Georgian breakaway territories of Abkhazia and South Ossetia, recognised as
independent by Russia.
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people a month.'” The headquarters of KP are located in Moscow, but it has

several offices across the country. KP gathers information through its own
correspondents, affiliated agencies, and partners.'”! Importantly, the ranks of
‘journalists’ working for KP have historically included numerous spies from
the Soviet intelligence services and the KGB, especially during Soviet times.
Even in the 1990s, KP had about a dozen foreign correspondents, of whom
only one was not related to the intelligence services.'”

In total, the research comprised 128 articles examined using the coding
manual. The majority of articles were news stories, followed by statements,
but there were also many opinion pieces, interviews and reportages.'”

KP, like Regnum, often refers to soft propaganda mechanisms and
methods, but it relies more heavily on aggressive and emotional rhetoric
incriminating the Ukrainian state, its army and army volunteers in different
crimes and misdeeds — e.g. crimes against humanity, genocide, interna-
tional terrorism, torturing and murdering civilians, as well as chauvinism,
the discrimination of Russian-speaking people, nationalism, xenophobia,
and fascism.'” The most frequent negative narrative used by KP associated
the Ukrainian government with violence and terrorism against its people.
The Ukrainian government was accused of ordering the killing of Russian-
speaking people in KP news stories, and genocide was referred to as the
Ukrainian state policy. For example, one article describes how the Investiga-
tions Committee of the Russian Federation started a criminal case against the
Ukrainian armed forces, which had killed over 2,500 civilians.'” Another
article stated that ‘the Ukrainian TV channel Hromadske TV announces the
planned killing of at least 1.5 million Novorossiyans.”'’®

During the entire year of 2014, especially since the annexation of Crimea
in April 2014, KP continuously depicted the Ukrainian government and poli-

170" See <http://www.kp.ru/about/>; see also <http://www.chel.kp.ru/daily/24213.4/416227/>;
<http://mediaguide.ru/?p=house&house id=04>.

1 AO « 1 «Komcomonbekas mpasaay. <http://www.kp.ru> (05.07.2015).

172 Earley 2009, p. 244.

' Additional 50 articles were examined qualitatively to illustrate the case studies of MH17
and the so-called humanitarian convoys, see further in Appendix 2.

17 For a more detailed overview how Komsomolskaya Pravda portrays Ukraine, see Appen-
dix 3.

5 I'pummn, A. 2014. O6bIKHOBEHHBIH reHOIU I «BhIcIiee pyKOBOACTBO YKPauHbI IPUKa-
3BIBAJIO YHUUTOXKATh PYCCKOS3BIYHBIX». — KoMcoMomnbckas npasaa, 29.09.2014. <http://kom-
pravda.eu/daily/26288.5/3166244/> (22.06.2016).

17¢ Pécuec, O. 2014. Ykpo-HanucTckuit 10xoTpoH. — Komcomonsckas [pasna, 2.09.2014.
<http://kompravda.eu/daily/26276/3154284>.
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ticians, governmental organisations, the defence forces and its volunteers as
Russophobes, Nazis, liars, and criminals.'”” The West (the USA, NATO, and
Europe) is sometimes, but not often, referred to as fascists trying to anni-
hilate the Russian World who use the Ukrainians as puppets in the global
information and economic war against Russia. Sometimes KP gives negative
information about NATQO’s ‘interventions’ and ‘provocations’ in the Donbass
conflict and in Ukraine generally.'” Maidan and the conflict in Donbass are
allegedly nothing more than Western provocations against Russia. Other
times, KP choses a Western country and then creates an illusion of this
country being directly involved in the Ukrainian crisis — for example Sweden
‘sent soldiers to Ukraine near Poltava’.'” This is a reference to the famous
battle of Poltava that took place on 27 June 1709 near Poltava (Ukraine).
This was a decisive Russia victory over the Swedish army during the Great
Northern War (1700-1721).

KP pays close attention to the Ukrainian government, usually in a nega-
tive way. Roughly one quarter of the articles from the entire data sample
showed the Ukrainian government as illegitimate and corrupt. Kyiv is
labelled as junta together with the Ukrainian army, and the army leaders are
pictured as blind followers of the junta.

Another popular topic is the misdeeds, crimes, inefficiency, and incapa-
bility of the Ukrainian armed forces, volunteers, and their commanders.
Numerous articles in Komsomolskaya Pravda refer to violence, e.g. against
people of Donbass. Many articles deal with executions, killings and the
torture of Russian-speaking people by Ukrainian forces and volunteers.'®

More than 10 per cent of the whole data sample portrayed the Ukrainian
government and armed forces as fascists or Nazis.

7 Tlankun, A. 2014. AKTHBHCT «OOJIOTHOTO JBMKEHHS», BEPHYBIIHCH ¢ YKpauHbl: « Thl Kak
3Haellb, Jlenra, HO 3T0 peanbHbIN pamu3m». — Komcomonbckas npasna, 30.09. 2014.
<http://kompravda.eu/daily/26288/3166866>.

178 TIa, B. 2014. Cneukop «KII»: B JIHP He sxenaror BujeTs y cebs congar HATO. — Paguo
«Komcomonbckas mpasaay, 7.10.2014. <http://kompravda.eu/daily/26291.5/3169107/>; Bapa-
HOB, A. 2014. Packporot nmu CIIA «BOCHHBIN 30HTUK» Haa YkpauHoi? — Komcomomnbckas
npasaa, 28.07.2014. <http://kompravda.eu/daily/26261.5/3140138/>; Mopckasi nmexora
CUIA Bbicaaniacs B KueBe. — Komcomonnckas npasna, 26.02.2014. <http://kompravda.eu/
daily/26200.4/3086371/>.

' Apxanreanckmii, M. 2915, IlIsenckue conarsl otnpasisiorces nox Ionrasy? — Komco-
MouibcKast pasaa, 15.05.2015. <http://kompravda.eu/daily/26381/3259838/>.

180 E.g. Kom. A. 2014 «buu Tynoii cTOpoHO# TOIOpPA 110 HOYKAM...» 3anaiHas PaBo3all|THAs
opranusanus ooHapozpoBaina (akThl 3BepcTB B JlonOacce kaparesneit n3 6aranboHa «Agapy. —
Komcomonnbckas npasna, 24.09.2014. <http://kompravda.eu/daily/26286/3164117/>.
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The Ukrainian army is often associated with the Nazis and their war
crimes, and depicted as execution sqads (‘karateli’) who rape and kill women,
children, etc.'"®' An article concerning the Ukrainian subunit Tornado estab-
lishing a 360 degree defence perimiter calls Ukrainian soldiers Nazis-perverts
(see Picture 3).'®* Ukrainian soldiers are also portrayed as homosexuals who
do not want to fight in battles.

The humiliation and belittling of Ukrainian soldiers and their leaders is
common. KP journalists often call the Ukrainian army and their volunteers
criminals, rapists, drug addicts, alcoholics, robbers, and cowards who taunt
and torture women, children, and the elderly.'® The Ukrainian armed forces
are pictured as revolting due to grave conditions in the army and Ukrainian
soldiers do not want to shoot civilians.'® One article claims that ‘The moral
conditions of the Ukrainian army make us more and more concerned. But
the moral condition of army authorities is laughter through tears’.'® KP
attempts to show that the Ukrainian army is governed by violence and chaos,
hunger and illnesses. During the escalation of the conflict in Donbass, espe-
cially before the mobilisation of Ukrainians, Komsomolskaya Pravda regu-
larly published news of deserters from the Ukrainian army, hundreds and
thousands of soldiers leaving the army en masse to go to the Russian side.'™

KP refers to opinions regarding to the Ukrainian crisis from different
European countries, also from Eastern Europe (including former Soviet
republics). The style is rather emotional especially in statements, report-
ages and opinion pieces. KP opinion pieces are pro-Russian. Zakharchenko

'8! E.g. B 1arepe kapareJeii moa JoHenKoM HALIIH TeJIa 3BePCKH YOMTBIX JKeHIUH. —
<http://kompravda.eu/daily/26285/3163684/>; HoBukoBa A. 2014. Onoruenisl: B paiione
Juciokanuu 0arankona Hanrsapanu nponanu 6e3 Bectu noutu 400 sxernus. — Komcomonb-
ckas mpasaa, 31.102.2014. <http://www.kp.ru/online/news/1885285/>; Coopmmukosa, B.
2014. B Jlonerke kaparenu yOuinn IBOUX JIETEH Ha MIKOJIBHOM cTaanoHe. — KoMcomomnmbckas
npaena, 6.11.2014. <http://kompravda.eu/daily/26304.4/3182699/>.

'82 Boiiko, A. 2014. HauucThl-u3BpalleHIIbl U3 YKPAaMHCKOTo ToapasaeieHus « TopHago»
3aHsUIM KPYroByto 00opoHy. — Komcomornbckas npasaa, 19.06.2014.
<http://kompravda.eu/daily/26395.4/3272387/>.

' E.g. Bapanen, B. 2014. «Komcomonka» y3Hana uMeHa (POHTOBMKOB, KOTOPHIX OTpa-
Ow ykpamHckHe connarbl. — KomcoMonbekast npasnaa, 26.9.2014. <http://kompravda.eu/
daily/26287/3165405/>; 13, B. 2014. YkpauHckas apMUsi OTKPbLJIa OTOHb [0 CBOMM K€ COJI-
naram. — Komcomonbckas npasna, 17.10.2014. <http://kompravda.eu/daily/26296/3174231>.
'8 B ykpaunckoii apmun Havagucn OyHThl. — KoMcomornbckas npasna, 23.04.2014.
<http://kompravda.eu/daily/26223/3106716>.

5 hid.

1% Cremnn, JI. 2014. CHoa 6ou mox JIoHeIKOM: apMust YKpamHBbI TIEpEIIa B OTCTYILIE-
Hue. — Komcomonbckas npasna, 3.6.2014. <http://kompravda.eu/daily/26389/3267064/>.
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and Igor Girkin (Strelkov), leaders of the so-called ‘People’s Republics of
Donetsk and Luhansk’, receive very favourable treatment. Along with the
separatist combatants they are described as heroes fighting against the evil
Nazis and terrorists.
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Picture 3. ‘Nazis-perverts of the Ukrainian subunit Tornado established a 360 degree
defence’ (Source: Komsomolskaya Pravda)

The majority of news, statements, reports, and interviews in KP are loaded
with strong judgement and play on emotions. Most of them are written in a
relatively simple manner, using primitive propaganda methods. The share of
neutral-looking articles that do not include direct accusations is quite low —
less than 15 per cent. However, some of the neutral articles still manage to
take an implicitly negative stance. Several articles present opinion pieces by
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different experts, analysts and politicians from Russia, Ukraine and the West
in order to increase the authority of the content. KP sometimes refers to criti-
cism against Ukraine by respected Western outlets.

When military operations were in an active phase (battle of Ilovaysk,
in Donetsk airport, Mariupol etc.) and also in the case of MH17 or when
Ukrainians started mobilisation, Komsomolskaya Pravda became more active
in its usage of aggressive rhetoric against the Ukrainian army, volunteers, and
government, in order to create panic or hysteria among the Russian-speaking
audience in Ukraine, but also in Russia.

No doubt, Komsomolskaya Pravda is a powerful instrument of Russia’s
information warfare and has played an important role in spreading anti-
Ukrainian views. This was also confirmed by several Ukrainian media
experts, with whom interviews were carried out in May 2015 in Kyiv.'?’

5.4.1.A. Regnum
Holger Molder

The Regnum News Agency is a Russian non-governmental federal informa-
tion agency, which gathers information through its own correspondents,
affiliated agencies and partners. They focus on news from Russia and its
so-called near abroad.'®® According to Livelnternet.ru, the monthly audience
is more than 4.3 million people.'® Vigen Akopyan, the former editor-in-chief
of Regnum, has declared that the agency will oppose Russian investments in
any country, whose politics are hostile to Russia or which support the rehabil-
itation of fascism. '** Regnum is also known for its anti-Baltics activity. For
example, in 2010 it published a memorandum of the principles of Russia’s
politics towards Estonia.'”! The aim of the memorandum was to persuade the
Russian government to continue its anti-Estonian policy (for a more detailed

87 See more in chapter 6. Russia’s Information Warfare Against Ukraine II: Influences on the
Armed Forces of Ukraine. Based on Interviews in Ukraine (May—June 2015).

'8 Regnum — undopmanuonsoe arentctso. (04.07.2015).

1% See more <http://www.liveinternet.ru/stat/regnum.ru/>.

" MnopmarentcrBo «Permym» He CTaHeT PeKJIAMHPOBATH JCTOHMIO JasKe 32 IeHbIH. —
Baltija.eu. <http://baltija.eu/news/read/25568> (04.07.2015).

Pl ObmecTBennbIii MeMOpaHayM 0 IPUHLIANAX NOJUTHKA Poccuu B oTHOmEHHH DCTo-
Huu (aaBapb 2010). — [HonpoOuoctu. <http://www.regnum.ru/news/polit/1243064.htmI>
(15.01.2010).
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overview see the 2010 Yearbook of the Estonian Security Police). The memo-
randum accused the Russian Ministry of Foreign Affairs of the attempts to
improve their relations with Estonia, Russian businessmen being mostly to
blame for that. It required to maintain its strict foreign policy. The aggressive
style of Regnum towards Estonia continued afterwards.'”

Nonetheless, the style used by Regnum is more restrained compared with
the style of newspapers and they use also Ukrainian and Western sources
for balancing Russian and pro-Russian channels in their routine work of
news-building. There are no colourful metaphors for labelling the Ukrainian
armed forces — just siloviki'”* is probably most frequently used for indicating
the Ukrainian fighters in the Eastern Ukraine. Regnum usually refers to soft
propaganda mechanisms, which puts emphasis on facts and does not provoke
emotions. In total, the research involved 148 articles, the majority of them
were news or news related to statements made by somebody on the Ukrainian
crisis. The minority of articles were opinion pieces, interviews and report-
ages. They continue to follow the Ukrainian events on a normal basis, not
focusing its special attention on the Ukrainian crisis.

The majority of news is given without judgement. Regnum often refers to
opinions from different Eastern European countries (including former Soviet
republics) regarding the Ukrainian crisis. They paid attention to the attitudes
especially in Poland, Baltic countries, Moldova and Georgia. The style of
certain authors is emotionally loaded in opinion pieces. Opinion pieces are
overwhelmingly pro-Russian or at least neutral and do not demonstrate criti-
cism towards the Russian government.

Regnum also turns to Ukrainian and Western analysts that have critical
views of the Ukrainian authorities or experts from other CIS countries that
may produce opinions favourable for Russia. However, in the opinion-
building Regnum usually avoids direct disparagement of opponents. There
can be found indirect belittling, which makes the Ukrainian authorities
responsible for the violence and human catastrophe in the Eastern Ukraine
and describes the Ukrainian crisis as a conflict between the Western and
Russian civilisation, where the Ukrainian authorities are the puppets of the
West. At the same time, Regnum avoids calling the Ukrainian authorities
and armed forces fascists or criminals, or using other extreme expressions to

192 Kaitsepolitseiamet. Aastaraamat 2010, pp. 8-9.
<https://www.kapo.ee/cms-data/_text/38/44/files/kapo-aastaraamat-2010-est.pdf>.
Kaitsepolitseiamet. Aastaraamat 2013, p. 9.
<https://www.kapo.ee/cms-data/_text/38/44/files/kaitsepolitsei-aastaraamat-2013.pdf>.

193 “Persons of force”, representatives of the security or military services.
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describe them. Military activities (i.e. battles, direct clashes between armed
units) are usually given fact-based without judgement.

Local news often describes the situation in different places of Ukraine,
including Crimea and the so-called Republics of Donetsk and Luhansk.
Moreover, Regnum often produces news, how Ukrainian war refugees have
been settled in Russia and other humanitarian issues related to the crisis.

5.5.TV Zvezda
Kristiina Muur

TV Zvezda is a nationwide Russian TV network owned by the Russian
Ministry of Defence. Therefore, it was of special interest for this research
project. Although primarily a TV channel, the study analysed the online news
published on the TV Zvezda website. Altogether 142 articles were analysed.

Similarly to Regnum, the style used by TV Zvezda is more restrained
compared to KP in terms of portraying the crisis. The vast majority of the
articles were news stories as opposed to a wider selection of genres in the
two other outlets. As news stories, the articles were heavily present-centred
with less than 5% of the stories referring to past events. Although the Russian
information campaigns often rely on drawing parallels between Ukraine
and Nazi Germany, these associations were largely missing in TV Zvezda,
whether referring to past events or describing the Ukrainian government,
army, or army leadership. Although the term karateli (execution squads) was
sometimes used, the frequency was low. The most negatively loaded expres-
sion commonly used for the Ukrainian army was siloviki.

Another feature characteristic of TV Zvezda is a significantly more thor-
ough geographical contextualisation of the stories in terms of frequency.
While KP remained rather Ukraine-centred, then TV Zvezda and Regnum
also included the West as a counterpart into their information campaigns. The
latter was done mostly by referring to events, speeches, and statements from
the international arena — the USA, NATO, the UN — which also included the
topic of the West providing financial or military support for Ukraine.

Regardless of whether the content was factually correct, the format of news
stories included references to different sources. In comparison with the other
two outlets, references to political figures and institutions were used more
often, but official documents were not referred to at all. While the articles and
sources quoted by TV Zvezda remained stylistically reserved, more colourful
descriptions and negative judgements were brought in when occasionally
quoting civilians. On the political level, bolder statements about Ukraine
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appeared when referring to statements made by Russian Foreign Minister
Lavrov or Russian diplomats in the international arena. John Kerry and Anders
Fogh Rasmussen were the most often mentioned figures from the West; this
mostly happened in the context of the alleged interference of the USA/NATO
in Ukraine. While TV Zvezda refrains from openly attacking high-level politi-
cians, it does allow a considerably more critical approach when it comes to
statements made by spokespersons for different institutions. For example, US
State Department spokesperson Marie Harf is readily described as making
unfounded accusations against Russia on the subject of war crimes'*.

When it comes to portraying different groups of adversaries — Ukrainian
military and government institutions, and the West — TV Zvezda adopted
more subtle methods of conveying its messages. TV Zvezda mostly targets
the Ukrainian armed forces and the government as ‘enemies’ within Ukraine.
The Ukrainian army leadership does not appear in almost any of the stories.
Half of the articles dealing with the Ukrainian army and government convey
negative attitudes, mostly associating them with various acts of violence and
terrorism within the country. The remainder of the stories describe events
without any explicit judgement, thus seemingly leaving it to the readers
to draw conclusions for themselves. At first glance, the news stories seem
to follow the logic of solid journalistic production — referring to sources,
avoiding the extravagant display of emotions, using reserved language.
Nevertheless, when looked upon as a whole, the anti-Ukrainian stance
becomes apparent.

Also, TV Zvezda has its ways of ‘helping’ the reader reach an anti-
Ukrainian point of view. One ways is choice of illustrative photos. For
instance, a news story with a headline about Poroshenko checking the readi-
ness of the troops in the special operations zones is paired with a photograph
showing Poroshenko holding a pair of rubber boots (see Picture 4)."° As a
result, the article can easily succeed in giving a discrediting impression of
Ukraine — whether targeted specifically at the military supplies of the army,
the ability of Poroshenko or the Ukrainian government to provide that to the
troops, or contributing generally to the overall negative tonality.

¥ Tocpen CILIA Ge30cHOBaTeJbHO 00BHHKI POCCHIO B BOEHHOM NpECTYILIEHHH. —
3Be3na, 26 utons 2014. <http://tvzvezda.ru/news/vstrane i_mire/content/201407260011-1tmz.
htm>,

1 TlopoumeHko NpOBOAUT NPOBEPKY 00ETOTOBHOCTH BOWCK B 30He CHEHONEPANHA. —
3Be3na, 10 oxtsaops 2014.

<http://tvzvezda.ru/news/vstrane i _mire/content/201410101914-yjur.htm>.
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Picture 4. Poroshenko checking the military preparedness of troops in the special opera-
tions zone (Source: TV Zvezda)

Another example is choosing a title that implies far-reaching conclusions
than the content of the story that follows justifies. For example, an article
is published under the headline ‘German troops preparing to be deployed
to Ukraine’ (see Picture 5)."”° Upon reading the article it becomes clear that
‘Germans troops’ means 200 soldiers securing OSCE observers according to
the Minsk agreements. Nevertheless, before reading to understand, the reader
may have already imagined something significantly more large-scale.

1% TepmancKkue BOICKA rOTOBSITCS K OTNPaBKe HAa YKpauny. — 3Be3na, 4 okraops 2014,
<http://tvzvezda.ru/news/vstrane_i_mire/content/201410040212-8ujh.htm>.
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«0OydepHoi zoHe» KoHdnwkTa, 06 3Tom NWWweT razeTta Bild.

Picture 5. ‘German troops preparing to be deployed to Ukraine’ (Source: TV Zvezda)

Another subtle way of constructing a negative image of the Ukrainian army
1s to report a brutal crime against innocent people and then casually mention
that a Ukrainian army base happens to be located in the same town (see
Picture 6)."”7 Indeed, technically the article does not accuse anyone but it
does require a conscious effort in critical thinking on behalf of the reader not
to associate these two separate statements.

7 Tena 286 sxenmun ooHapys:kenbl nox Kpacnoapmeiickom. — 3Besna, 31 oxrsa6ps 2014.
<http://tvzvezda.ru/news/vstrane i mire/content/201410311222-k3zy.htm>. The main body of
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286 Ten oeHwwH Obink obHapyMedb Bokpyr KpacHoapmeRcka
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Picture 6. Bodies of 286 women found near Krasnoarmeysk (Source: TV Zvezda)

the article says: “Bodies of 286 women were recently found in a district of the Krasnoarmeysk
town in the Donetsk oblast. This was reported by RIA Novosti with reference to the Prime
Minister of the self-proclaimed People’s Republic of Donetsk Alexander Zakharchenko. Alto-
gether, 400 people aged 18 to 25 have been reported missing on the territory of DPR. Nearly
400 women aged 18 to 25 years went missing in Krasnoarmeysk, where the battalion ‘Dnepr-
1’ is quartered. 286 bodies of women were found around Krasnoarmeysk raped’, — the agency
quotes Zakharchenko.”
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When it comes to constructing an image of the West, it is mostly the US and
NATO that are depicted as the enemy. Europe and the EU do not figure nearly
as much and abstract references to the West are rare. Interestingly, while TV
Zvezda is the most thorough of the three media outlets analysed in terms of
geographic contextualisation, it does not argue that the West intentionally
stages provocations against Russia as Regnum and KP do on occasion. TV
Zvezda mostly argues that the USA/NATO are interfering in Ukrainian matters.

5.6. RIA Novosti

Valeria Jakobson

Ria Novosti is a nationwide Russian news agency, which originates from
Sovinfrmbyro (1941-1961) and APN (Agentstvo Pechati Novosti 1961—
1990). It has belonged to the state since 1993 and has been a part of the state
corporation Russia Today since December 2013'®. The study analysed news
items published online: 152 units for 2014 and 204 for 2015, with a total of
356 articles.

The style used by Ria Novosti is closer to Regnum and TV Zvezda than
to Komsomolskaya Pravda, in terms of the topics and vocabulary used in
portraying the Ukrainian crisis. It 1s interesting that many of the news items do
have sources, but no author. The journalist behind the text remains nameless.

The genre structure is quite specific in comparison to previous channels. It
must be said that it is often difficult to define the genre, as many items have
characteristics of several genres, so a key feature of this channel is genre
vagueness. Nevertheless, the authors of the study have classified 42% of the
coded materials as news (150 articles), 27% as reportages (95 articles), 23%
as statements (84 articles), and 8% as features and others (27 articles). Again,
the news items are mainly so-called “widened news”, as the traditional news
piece (who? what? where? when?) is usually followed by a text of the same
amount or more which puts the event into the wider context of ‘Kiev power
aggression against the population of Donbass, who are not satisfied with
the February putsch’. This paragraph is repeated regularly from 31.08.2014
to 27.12.2015 (and likely continues, although the selection studied did not
include 2016).

18 See <https://ria.ru/docs/about/ria_history.htmI>
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Kueesckue enacmu c anpena nposodam na 6ocmokxe YKpauHvl cuniogyio
onepayulo, HANPABIEHHYIO NPOMUE HEOO0B0NbHLIX (Pe8pPanlbCKUM
eocnepesopomom xcumeneil /lonbacca. Ilo unghopmayuu OOH, ¢ cepedunvi
anpensa no 21 aseycma na Ykpaumne youmvl Oonee 2,5 muvicayu MUpHuix
acumeneti, okono 6 muicsau panenst.'”’

This context is repeated in different texts, with a growing number of victims
(over 9000 killed by the end of 2015). It is likely that this context becomes
more important than the current event. This method is used not only in news
items, but in all genres and it has a “cumulative effect”: when certain infor-
mation is repeated many times, it becomes a fact, providing a framework for
the interpretation of other facts.

The articles are mainly focused on the present; the past is mentioned only
as a background or for comparison in 21 article (5,8%). World War II was
mentioned only in 6 articles (less than 2%). The comparison of Ukrainian
power with fascists belongs to prime-minister of Crimea Aksjonov** and
some Western journalists and antifascists®®'. In four of the articles, US poli-
tics in Ukraine and in Middle-Eastern countries were compared with fascism
and former US President Obama with Hitler. These views were mainly articu-
lated by various Western experts or left-wing politicians and once by the
Russian Foreign Affairs Minister, Mr. Lavrov.

Furthermore, in 11 articles (3%) Ukrainian army soldiers are called
fascists and in 14 articles (4%) karateli. Such semantically-colored words
are usually used by DNR or LNR officials, military or civilian, while Russian
officials and military usually avoid name-calling and try to remain within the
frames of politically correct terminology. As in other sources, the term most
often used for the Ukrainian army was Siloviki.

It should be noted that the Ukrainian government is repeatedly blamed
for organizing the war in Ukraine. In every third article (119), the ‘non-legit-
imate’ character of the Ukrainian government is mentioned. In 13% of the
articles (47), the Ukrainian government is directly blamed for organizing war,
terrorism, and fratricidal war in Donbass.

1 Since April 2014, Kiev authorities have been carrying out military operations in the East of
Ukraine directed against Donbass residents, who disagreed with the February coup. According
to UN data, from mid-April to 27 August, more than 2.5 thousand civilians were killed and
approximately 6000 injured in Ukraine.

2% AKCEHOB: BJIACTH YKPaMHBbI, HAYaB BOIiHY C HAPOIOM, yNoA0o6uInCch Gpammucram. — Ria
Novosti, 22.06.2014. <https://ria.ru/world/20140622/1013073793.htmI> (01.09.2017).

21 AuTndammucTel He MycTHIN GOTOBLICTABKY 0 «reposix ATO» B IloanTexuukym Apun. —
Ria Novosti, 16.11.2014. <https://ria.ru/world/20141116/1033495175.htmI> (01.09.2017).
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Fnaea agMWHUCTpaLWK KpynHelilwero npodgcotosa Bennkobputanum Unite the
Union 3xapio Miopp3id peluMTenbHo ocyann YKpanHcKkoe NnpaBMTeNnbCTBo,
CKa3aB, 4YTo ero NoNMTUKa "HanpaBneHa Ha UcTpebneHne cBoero co6CcTBEHHOTO

Hapoga".

The general ideological construction is that this is NATO/US provocation
against Russia and Russian-speaking people, committed via state coup in
Ukraine. Forty-three articles (12%) mentioned Western or NATO provocation
in Ukraine, and 29 articles (8%) say that it is NATO or Western provocation
against Russia. This conflict is connected with Western sanctions against
Russia. A cruel joke has appeared in Russian folk discourse that the US and
Russia will continue the war in Donbass until the last Ukrainian dies.

CIIA ucnonv3yrom KoHgaukm Ha Yxpaune 05t RPOOBUINCEHUSL CEOUX COOCI-
gennbvlx ‘‘cmpameeuveckux unmepecog ¢ Eepone u Eepasuu’, cuumaem
amepuxanckuil scyprarucm Cmueen Jlenoman.l...| B smux yensx, ¢ mouxu
3penust asmopa mamepuana, CLIIA akmusHo ucnonv3yom 60eHHbllL KOHDIUKM
6 [{onbacce, noodeparcusas u oaxce noowpsisi KUeBCKYIO azpeccuio 8 peuoHe.
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JKypuanucm yeepen, umo Ilenmazomn cKpoimo cnoucupyem u npedocmaensiem
opyaicue ykpaurckou apmuu.*

Civilians of Donbass are portrayed as the main victims of the conflict in 58%
of the articles (206). Ukrainians are mentioned as victims of the conflict in
13% of the articles (46). A significant amount of attention is drawn to the
sufferings of the victims — civilians and refugees. In connection with the
refugees, the role of Russia in their reception and assistance measures is
emphasized. Humanitarian convoys are described within this framework of
humantarian assistance to starving and homeless inhabitants of Donbass.

There are several types of casualties that are also mentioned. These are 1)
children; 2) orthodox churches and priests; and 3) the environment. This is
important, because among the audience there is a growing number of people
who distance themselves from politics since they do not expect to read the
truth anyway.*”> Humanitarian values, such as children’s well-being, religion
or spirituality, and environmental protection, are usually very important to
this audience, so some articles target this particular group.

"A ne sepro, umo Ha xpam moe cayuaino dvims 6powen cuapso. l... A 3uaio,
Kaxou 310001 nviutym me, kmo Kk Haweti Llepkeu ne npunaonexcum. M ne
UCKIIOUEHO, YMO YelAch 8 JMOM Xpam, OHU YeTUlUCh 80 6cex HAc, 80 6cio Pyco
Ceamyro, 60 6cto Pyco ucmopuueckyro, 6 Komopyro MHOCOKPAMHO YeIUNUCh
Ha npomsicenuu 6ceti Haweti ucmopuu’, — 3aasun nampuapx Kupuan.**

FOz0-60cmok Yrpaunvl naxooumces na epanu mexHoO2eHHOU Kamacmpogul.
Jlobou 3a600 unu abpuka, a ux 30ecb OKoaI0 Yemvipex mvicsad, MOANCEm

22 Global Research: CIIIA nanpsimyio ynpasasiior koudaukrom B Jlonbacce. — Ria Nov-
osti, 25.01.2015. <https://ria.ru/world/20150125/1044223327 .htmlI> (01.09.2017). “*The US
uses the conflict in Ukraine to promote their own ‘strategic interests in Europe and Eurasia’,
says the American journalist Steven Landman ./... / With this aim, from the point of view of
the author of the material, the United States actively uses the military conflict in the Donbass,
supporting Kiev aggression in the region. The journalist asserts that the Pentagon secretly
sponsors and provides weapons to the Ukrainian army.”

2% Doherty, J.; Kaljurand, R. 2015. Estonia’s “Virtual Russian World”: The Influence of
Russian Media on Estonia’s Russian Speakers. — RKK/ICDS Analysis. October 2015. <https://
www.icds.ee/fileadmin/media/icds.ee/failid/Jill Dougherty Riina Kaljurand - Estonia s
Virtual Russian World .pdf>.

2% Tlarpumapx: nonaganue cHapsiia B xpam JloHenkoii 061acTu He CIy4aiHOCTb. — Ria
Novosti, 24.08.2014. <https://ria.ru/religion/20140824/1021250300.htmI> (01.09.2017). “I do
not believe that the church could be bombed accidentally. /... / I know what hatred feel those
who do not belong to our church. They are not only aiming at the church, they were aiming at
all of us, Holy Russia, all historical Russia in general, which repeatedly happened throughout
our history”, the Patriarch said.
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631emems Ha 6030yX U3-3a Henpexpaujaowuxca 6oes.l... om asapuil na
NPOMbLULTLEHHBIX npednpusmusax JJonbacca Mo2ym nocmpaoams éce coceoHue
cmpanvl Eepocorosza u Poccus.*”

One of the special features of this propaganda is combining classical methods
(labelling, opposition, semantically-colored words) with more subtle ones
(structuring the text to bring more attention to the background than the facts,
repetition of statements, cumulative effect, targeting specific audiences, etc).

A key method of producing credibility here is the selection of sources of
information. The most acute critics of the Ukrainian government and army
and the US/NATO usually do not come from Russian officials directly. As for
military actions (bombing, shooting, etc), they are heavily criticized mostly
by local civilians, priests and officials (i.e. witnesses, deserving more trust
than those who are away from the front). As for blaming NATO and the US
for fueling the conflict, using it in its own interest against Russia, military
support of Ukrainian troops, etc, Western experts and journalists are often
quoted, thus adding credibility to the information. So the selection of sources
1s also well thought out and works as a subtle method of propaganda.

As on TV Zvezda, the Ukrainian army leadership does not appear in
almost any of the stories. Negative evaluations of the Ukrainian army appear
only in 24 articles (7%). Ukrainian soldiers are mainly portrayed in these
articles as being low on morale, undisciplined, poorly equipped, and prone
to robbery, violence and desertion. It is repeated that the management of the
armed forces abandoned poorly equipped and hungry soldiers to their fate. In
fact, these assertions give an implicit message to the Ukrainian soldiers who
read this source (targeting a specific audience again): You are abandoned by
your cowardly and thieving bosses and suffer deprivation and risk your life
for NATO/USA interests.

More than half of the articles dealing with the Ukrainian army and govern-
ment refrain from labelling, but still refer to acts of violence and terrorism.
Ria Novosti depicts the Ukrainian army in a similar style as TV Zvezda.

25 Orpapnennas xusHb Jlondacca: *Crupon’ u apyrue karacrpodnl. — Ria Novosti,
14.08.2014. <https://ria.ru/radio/20140814/1019980325.htmI> (01.09.2017). South-East Ukraine
is on the edge of man-made disaster. Any plant or factory, and there are about four thousand of
them, may blow up because of the ongoing fighting. /.../ all neighboring countries of the EU
and Russia could be affected by accidents at industrial enterprises in Donbass.
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YKpauHCKUX BOeHHbIX Ha JoHbacc
oTnpaBNAOT B Kackax BpemeH BOB

lema:

obrosneHo: 22:40 22.06.2014 E 0 O 18456 w162 "W 16

BoeHHocny»allive ogHoro 13 6aTalb0HOB TEPPUTOpPUanbHOA 060poHbI
YKpaWHbl Nnepej oTNpaBKoii B 30HY NpoBefleHUA TaK HasblBaeMoid
aHTUTeppoOpPUCTUYECcKOl onepaLM Ha BOCTOKe CTPaHbl pacckasanu o
Hey[oBNeTBOPUTENbHO BOEHHOW NOAroTOBKE W OTCYTCTBMM Heobxoanmoii
aMyHWULWW, TeXHUKW 1 CPeACcTB CBASU.

One more thing worth noting is that following negotiations or agreements that
have been reached, another ideological construction appears: the government
and the army try to fulfil the agreements, but there are nationalists/volun-
teers who do not obey presidential/army commands, start provocations, break
agreements, commit crimes against peaceful inhabitants, etc.

All these constructions promote the concept of a weak, dependent,
controlled from the outside, unsustainable state, which is breaking apart and
will not survive without considering Russia’s political interests.
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5.7.Social Media

Kristiina Muur

The Facebook study is based on a single public group, Hayuonanvro-
Ocsobooumenvnoe [suosicenue — the National Liberation Movement, which
unites political forces who support the ‘territorial integrity of Russia’ and
whose aim is to ‘re-establish the sovereignty lost in 1991”2

Level of public engagement in debates

Despite the popular assumption that the almighty Facebook and Russian
troll factories rule the hearts and minds of people simply due to the massive
influx of information, our results provide arguments for more research into
the actual reception and influence of these messages. For example, one of the
initially unexpected results of the study was the lack of public engagement
and passivity of the group. Although the frequency of new postings in the
group was relatively high, the number of individuals actually writing posts
in the data sample was very limited and relied mostly on a few activists even
though the study looked at postings from almost every day. In most cases
the posts were also limited to sharing photos, videos, and links from other
sources. The number of original texts was very small. Furthermore, the reac-
tion from other members in the group remained passive. More than half of
the posts received no comments or likes. Only about 10% of the posts under
scrutiny received any comments at all. Less than half of all posts received any
likes, and those that did, got a maximum of two or three. Whether or not it
was orchestrated by trolls, the group seemed to serve as a channel for a top-
down flow of information. Since these messages did not engage the audience
in any immediate visible way, the possible long-term impact of these infor-
mation activities could depend mostly on the repetition of certain messages.

The content of the information activities

Considering the aims of the National Liberation Movement, the messages
in the group were unsurprisingly mostly contextualised around the clash
between Russia and West, with the Ukraine crisis being the most acute
example. The list of topics was topped by Russia and the West, and followed

2 See HOJI: HanMoHAILHO-0CBO0OIUTEILHOE IHB/KEHHE.
<http://rusnod.ru/index/o-dvizhenii/>.(01.09.2017).
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by the combat and terror activities perpetrated by the Ukrainian government
(for a set of more extravagant examples of these topics, see Pictures 7-11).

The content of the posts relating to the Ukraine crisis was of a more general
nature, providing overviews and generalised information, not focusing on
specific events. For example, posts regarding the MH17 catastrophe and the
Minsk peace talks were virtually non-existent. Similarly, almost no refer-
ences were made to Maidan (or AntiMaidan). The study did not include the
content of the videos or links shared.

Contrary to our expectations and similarly to the results of the online news
analysis, the content of the Facebook posts was present-centred and references
to historical events, especially to WWII, were rare. Less than 5% of the stories
contained references to WWII. The same applied to the Soviet period and
even the events related to the on-going crisis, such as the Vilnius summit or
the annexation of Crimea. The sources referred to were most often either links
to Russian press of other social media sources. In the case of social media,
YouTube videos were frequently shared (very often these were videos from
other Russian or separatist news channels), Vkontakte also figured to a lesser
extent. Many of the videos were no longer available due to copyright issues
or accounts being closed. Therefore, we can assume that some sort of coun-
termeasures to Russian information warfare are being carried out.

When it comes to constructing the enemy, two categories emerged —
Ukraine and the West. The Ukrainian government received much more
attention than the Ukrainian armed forces or the army leadership. However,
the share of posts mentioning the Ukraine government was only about one
quarter of the overall amount of posts. While the parallels with the WWII did
not prevail in the stories when referring to past events, associations with the
Nazis and Third Reich were often used to characterise the Ukraine govern-
ment. Two other common characterisations associated the Ukrainian govern-
ment with violence (occupation, genocide, terrorism etc.) in Eastern Ukraine
and portrayed the Kyiv government as puppets of the West, mostly the US.
The Ukrainian armed forces were mostly associated with the war atrocities.

As for the West, it is mostly the USA/NATO that are identified as the
enemy. Europe/EU figure considerably less, and generalisations about the
Western world as the enemy are rare. Again, the share of stories actually
dealing with any of these groups is not high. The USA/NATO figure in
almost one quarter of the posts, the highest share overall. The USA/NATO
were mostly depicted as engaging in confrontation with Russia or interfering
in Ukraine, which was often regarded as indirect provocation of Russia. The
most radical line of thought regarding the US was about its involvement in
genocide against the Russian nationals in Eastern Ukraine.
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Picture 7. Referendum in the East. Ukrainian media. Reality.

(Source: <https://www.facebook.com/photo.php?fbid=1401189390165493&set=gm.309
015822589221&type=1>)

TIOPOT' A HA TOHBAC TIOPOTA 3 JTOHBACA

ApPMHA BOWIOILAA CO CBOHM HapoZoM obpeqeHa...... MaTepu 3anagHbix
FeMEeb -:'-"hl{'lliilthl CMOTPHTE YTO MOMCT ﬁhl'l‘h ¢ Bamumy chIHOBRAMH 10
npukazy MaiiganyToii nposoposasineiica Knesckoii xyurnl. Bammx
ChIHOBEIil BelyT Ha yioii ¢ CODCTEEHHBIM HAPOAOM MO NPHKA3aM
AMepHranckux xo3ses XyuTel. YEEPEI'MTE CLIHOBEH [TOKA HE
I[MPOHU3OIILIO HE IMTOTIPABHMOE!! 1!

Picture 8. Road to Donbass. Road from Donbass.

(Source: <https://www.facebook.com/photo.php?fbid=1410177119266720&set=gm.314
165772074226&type=1>)
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President Obama in free Poland President Putin in occupied Crimea

Picture 9. Obama vs. Putin, ‘freedom’vs. ‘occupation’

(Source: <https://www.facebook.com/photo.php?fbid=747957925286365&set=gm.3920
88527615283&type=1>)

PE®EPEHIIVM 3A OTCOEAMHEHMUE
CLUA OT NJIAHETBI 3EMJIA

PEMOCT €ClIM COor7laceH

Picture 10. Referendum for detaching the US from planet Earth. Repost if you agree.

(Source: <https://www.facebook.com/photo.php?fbid=1489749131309518&set=gm.401
719373318865&type=1>)
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CLUA HE COBCEM 3AKOHHO
BbILLIJIM M3 COCTABA

BPUTAHCKOU UMMEPUMA

Picture 11. The USA did not leave the British Empire entirely legally.

(Source: <https://www.facebook.com/photo.php?fbid=1414239628860469&set=gm.318
447504979386&type=1>)



