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Information security in Ukraine at the beginning
of the conflict

Ukraine directed its attention to the information sphere only in 2014 when it
was faced with a very hostile Russian information campaign combined with
overt military aggression. It was then that Ukrainian experts and officials
started discussions and analysis, and to publish their recommendations.! By
the time Ukraine began addressing information security issues and launching
countermeasures, the Russian information warfare was already well estab-
lished.

In Ukraine, the Ministry of Defence of Ukraine and the Ministry of Infor-
mation Policy deal with strategic communication, while the General Staff of
the Armed Forces of Ukraine deals with information warfare issues. At the
beginning of the conflict in Eastern Ukraine in 2014, the Ukrainian state, as
well as its army and media channels had neither the strategy nor the capa-
bilities to cope with such tasks. Ukrainians were largely ill-prepared for
information and psychological operation campaign being waged by Russia.
For the society as a whole there was a lack of mediated information about
the activities of the Ukrainian forces in the ATO region. For that reason,
rumours and messages that were distributed by Russia got to easily dominate
the information flow. The content put forward by Russia was also distributed
via Ukrainian information channels. Panic stories were intensively circulated
in the vicinity of the frontlines.

' De Silva, R. 2015. Ukraine’s Information Security Head Discusses Russian Propa-

ganda Tactics. — Defence 1Q, January 6. <http://www.defenceiq.com/defence-technology/
articles/ukraine-s-information-security-head-discusses-russ/> (accessed on 04.05.2016);
I'ycapos, B. 2014. Cunsl nHGOpMAIMOHHEIX onepanuii Poccuu: kakuMm J0JKEeH OBITH
oTBeT Ykpaunbl? — MHopMmamonHoe conparusieHue. 04.10.2014. <http:/sprotyv.info/ru/
news/5931-sily-informacionnyh-operaciy-rossii-kakim-dolzhen-byt-otvet-ukrainy> (acces-
sed on 07.11.2015).
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Psychological defence capabilities
of the Ukrainian Armed Forces

On 1 April 2013, the army instituted its ideological protocols for servicemen.
The aim of the new discipline was to raise awareness of national defence
policies, increase motivation, and deter the ideological influence of the enemy.?

Military schools and the military academy of Ukraine started to offer
several degrees in the field of information studies. Today the Institute of
Humanities of the National Defence University of Ukraine ,,Ivan Chernyak-
hovsky* (NDUU) prepares military specialists in the field of information
(2" level of officer education), with further specialization opportunities in
military sociology, law of armed conflict, and military pedagogy. The Ist
level of professional training is carried out at several military schools in Lviv,
Odessa (Navy) and Kharkiv (Air Force), and provides training for deputy
commanders in a variety of study and instruction activities. The schools work
in cooperation with the military department of the Taras Sevchenko National
University of Kyiv which provides military training for political science and
psychology specialists for the army. Graduates of the NDUU (with the rank
of a major) are posted as deputy commanders of regiments and brigades for
study and instruction activities.

Preparation in the field of information studies refers to a set of instructional
measures designed to develop the attitude, morale, psychological qualities,
and mindset of servicemen, as well as enhances their understanding of the
overall military and political situation in order to complete their combat tasks.*

The brigades are serving in the ATO region. Almost all brigades in the
ATO are staffed with NDUU graduates. The period of study is two years in
peacetime, and 1.5 years in wartime (valid now). The combat experience in
the ATO proved the need for officers with specialties in information and mili-
tary psychology. Since 2015 military specialists have been tasked with pro-
tecting military personnel against the psychological operations of the enemy.’

2 C 1 anpeJisi B apMHUH BBOJAMTCSI BOEHHO-H/I€0JI0rHYecKas moaroropka. — UNIAN,
29.03.2013. <http://army.unian.net/769570-s-1-aprelya-v-armii-vvoditsya-voenno-ideologic-
heskaya-podgotovka.html> (accessed on 28.03.2016).

3 IloaroToBKa CHEUUATHCTOB HH(POPMANHOHHO-TPONATAHIUCTCKOr0 o0ecnedeHust
Boopy:xennbix Cuit Ykpaunsl 2014. Vue6noe nocobue [Study material], pages not num-
bered, owned by the author.

4 WHpopManMOHHO-IPONIAraHANCTCKOE o0ecneyenue Boiick 2014. Study material, pages
not numbered, owned by I. Kopdtin.

5 Meeting with Ukrainian officers at the Institute of Humanities of the National Defence
University of Ukraine ,,Ivan Chernyakovsky* on 25.06.2015.
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Over the years the Ukrainian army has suffered a decline in morale. Russian
agents have played their role in this, but it has also been a self-inflicted wound
as the education system for military specialists in information warfare and
other humanities has been modified several times, increasing its dysfunc-
tionality. In volunteer units there are no information operations officers. The
National Guard (the former internal forces) prepares its professional infor-
mation warfare officers at the Kharkiv military school.®

Since 1993 there has been a volunteer chaplain service in the Ukrainian
army. One of its tasks is the psychological protection of servicemen. Each
Ukrainian military unit in the ATO has a chapel area, a bible, and 1-2 chap-
lains permanently embedded with every unit. As a rule, Greek Catholic or
Kyiv Patriarch Orthodox priests work for the Ukrainian Armed Forces.’

The Ukrainian counterstrategy

The Ukrainian Crisis Media Centre

According to the management team of the Ukrainian Crisis Media Centre®
(UCMC), Russia had been effective in carrying out information and
psychological operations, especially since the Ukrainian command struc-
tures did not provide adequate and timely information about events in the
conflict area.” To improve the situation, in 2014 the Ukrainian armed forces
set out to re-establish effective media communication and to create a more
balanced image of the army. The UCMC was established in March 2014.
One of its tasks was to help the Ukrainian military-civilian authorities (army,
police, etc.) strategically communicate with the civil society. Specialists and
experts of the Ukrainian Crisis Media Centre worked for the Ministry of
Defence and General Staff of the Armed Forces of Ukraine as advisors.'’

¢ 1bid.

7 Interview with the chaplain of the 8" Single Company Aratta of the Ukrainian Volunteers’
Corps Right Sector on 08.10.2015; Cay:x6a BilickoBHX KamneJiaHiB y BO€HHiii opraniza-
nii yKpaiHcbKoI 1ep:KaBu: He00XiTHICTh, MOKJINBOCTI Ta mepcneKTHBH. <http:/Www.
niss.gov.ua/content/articles/files/Kapelany-3aa20.pdf> (accessed on 28.03.2016); Jdenap-
TameHT IlaTpiapmoi Kypii Ykpaincbkoi I'pexo-Karonunbkoi LlepkBu y cnpasax
AyIINAcTipcTBa CHJIOBHX CTPYKTYpP Ykpainu. <http:/kapelanstvo.org.ua/> (accessed
on 28.03.2016); Kanessiansl Ha ¢ponTe. — Llenzop.Her, 24.12.2014. <http://censor.net.ua/
resonance/316856/voennyyi_kapellan_oleg usatyuk na voyine neveruyuschih net v
okope pod_obstrelom_ gradov_molyatsya vse> (accessed on 28.03.2016).

8 http://uacrisis.org/

® Meeting with employees of the Ukrainian Crisis Media Centre in Kyiv, 05.10.2015.

10 Vkpaincekuit kpuzosuit menia nentp (YKMII). <http://uacrisis.org/ua/about> (accessed
on 25.03.2016). Interview with Anna Honcharyk, Head of the International Outreach of the
Ukrainian Crisis Media Center, carried out by Kopotin.
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The Centre for Military and Political Studies — Information Resistance
section

The Ministry of Information Policy was established in Ukraine on 2 Decem-
ber 2014. In that same year several NGOs, e.g. Information Resistance'! or
StopFake.org!?, were also established and took up the fight against harmful
disinformation and fake news that was being spread via Russian mass-media
and social media."? According to several sources, the Ministry of Information
Policy of Ukraine was initially ineffective in its resistance against Russian
propaganda, whereas the NGOs proved to be much more effective. As Col.
Andrii Lysenko, spokesperson of the Anti-terrorist operation (ATO), pointed
out:

After Ukraine started to the bear the brunt of the Russian Federation’s
aggression, the question of informational counteractions arose. /.../ but at
that time we did not have a President, because President Yanukovich had run
away and the new President’s pre-election campaign was just starting. So
the President’s duties were executed by the speaker of Verkhovna Rada, Mr.
Oleksandr Turchynov. Since the Cabinet of ministers was also unprepared for
such a contingency the group that took responsibility for the counter-measures
was a non-governmental organization called Information Resistance. This
organization included former ministers and military servicemen — such as
Dmitry Tymchuk and Juri Karin. They were the first ones who were able to
adequately respond to Russian propaganda.'

The Centre for Military and Political Studies and its Information Resistance
section was created in 2014. Oleksiy Kopytko of the Information Resist-
ance and Committee on National Security and Defence (Verkhovna Rada
of Ukraine) stated that the NGO Information Resistance had already started
its fight against Russian information campaigns in Ukraine in 2014. The
creation of the press-centre in the ATO and also the informational-analytical
centre Red Bull came out of their initiative."

So, in 2014, despite the lack of adequate information about the crisis and
combat activity from the general staff of the armed forces, there were still

' Mudopmanuonnoe conporusienue. <http:/sprotyv.info/ru>.

12 Fedchenko, Y. 2015. Debunking Lies and Stopping Fakes: Lessons from the Frontline. —
POLICY PAPER 2015. <http:/www.globsec.org/upload/documents/policy-paper-1/13-fed-
chenko.pdf> (accessed on 15.07.2015).

13 See about social media as weapon — Nissen, T. E. 2015. Sotsiaalmeedia kasutamine rel-
vasiisteemina. Ténapédeva konfliktide omadused. Tallinn: Riigikaitse raamatukogu.

4 Interview with Col. A. Lysenko, carried out by Miiiir.
15 Interview with O. Kopytko, carried out by Sazonov and Miiiir.
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information leaks to journalists, the most popular of them being Dmytro
Tymchuk. It was Tymchuk who established the information website Sprotyv.
info's. Due to the self-imposed isolation of the Ukrainian armed forces,
his news items were much in demand. The analyses he provided can be
considered to be countermeasures.

The Ukrainian Crisis Media Centre focuses on improving the image of
the armed forces, communicating war developments and reforms to internal
audience. The most complicated work occurred in Illovaysk (from May to
September 2014, i.e. from the beginning of the conflict until the Minsk-1
agreements), and during the combat activity in Debaltseve (December 2014—
February 2015)."

At that time the media had no information on the changes in the command
structure of the armed forces, so a briefing with questions and answers —
known as the 1st communication plan — was compiled for them. To com-
municate these developments, several well-known Ukrainian media chan-
nels were used. Afterwards, the percentage of negative information about the
armed forces dropped considerably, from 62% to 20%. Here the nature of the
ownership of the Ukrainian media channels should be mentioned as all of the
media channels are privately owned by an oligarch.'®

Also, using embedded journalists in the Ukrainian army has proved to
be an efficient means of making the Ukrainian side of the story more widely
known."

Information operations in “Case of Konstantinovka”

The Ukrainian Crisis Media Centre has started to ground itself on the prin-
ciple ,,the truth, and now*, meaning that true information should be spread
without a delay. An example is the case of Konstantinovka located in the rear
area of combat activities, where on 16 March 2015 an MT-LB multipurpose
armoured vehicle killed a child of 8. The incident was extensively covered

1© Wudopmanuonnoe Conporusienue. <http://sprotyv.info/ru/o-nas> (accessed on
25.03.2016).

17 Interview with A. Honcharyk, Head of the International Outreach of the Ukrainian Crisis
Media Center, carried out by Kopotin.

18 Interview with Nataliya Gumenyuk, Head of Hromadske. TV International, carried out
by Sazonov and Kopdtin.

1 Sk BOWWOTHL MOOGiTi30BaHi sypHamicTu. — BBC Vkpaina, 28.07.2015. <http:/www.bbc.
com/ukrainian/society/2015/07/150728 journalist3 ko> (accessed on 25.03.2016).
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by Russian and pro-Russian media channels. A huge crowd arrived at the
scene demanding to know the location of the culprits. They began throwing
rocks at the Ukrainian military vehicles passing by. The riots that started in
the village were seen as a riot against Ukraine.*

A year later the incident was still a very sensitive subject, and Donetsk
separatists tried to foment unrest by saying that the anti-separatist bat-
talion “Lviv” from the Western Ukraine would be deployed against the
pro-DNR people in Konstantinovka. This was yet another attempt at creating
antagonism between West and East, augmenting anti-Ukrainian hysteria, and
inciting violence and bloodshed between Ukrainian servicemen and civilians
in Konstantinovka.?!

In order to prevent the situation from getting out of control, the Ukrainian
Crisis Media Centre launched an information operation immediately after
the incident on 16 March 2015. A media release was made in Kyiv and
broadcast on different Ukrainian media channels. Several Ukrainian news
companies filed special reports and gave updates every hour. Unlike the case
of Debaltseve, Ukrainian authorities did not attempt to hide the real state
of affairs. It was immediately reported that both the driver of the vehicle,
and another team member were arrested and their battalion commander was
fired. A criminal case was initiated against the suspects. Moreover because
of that incident, armoured equipment had to be transported on trailers to the
ATO.2

2 B KOHCTAHTHHOBKE YKPAHHCKAsi OPOHEMAINMHA COUJIA KEHIUHY C IBYMS I€THMHU. —
Vkpaunnckas [Ipasna, 16.03.2015. <http://www.pravda.com.ua/rus/news/2015/03/16/7061675/>
(accessed on 25.03.2016); B KoncTaHTHHOBKe GpOHeMAalIMHA BOEHHBIX 32/1aBHJIa BOCh-
MIJIETHIOK eBoYKY. — Komcomonbckas [IpaBna B Ykpaune, 16.03.2015. <http:/kp.ua/
incidents/494621-v-konstantynovke-bronemashyna-voennykh-zadavyla-vosmyletnuiui-
devochku> (accessed on 25.03.2016); BunokypoB, Auapeii 2016. KoHcTaHTHHOBKA B
«ocobom ctaryce». B KoncrantunoBke JloHenKo#i 0061acTH HaYaIuch BOJIHEHUS. — ['a3eTa.
ru, 17.03.2016. <http:/www.gazeta.ru/politics/2015/03/16_a_ 6601801.shtmI> (accessed on
25.03.2016).

2 Bacypun: Kues nepedpocui B KoHCTaHTHHOBKY 6aTaJboH «JIbBOBY» 1151 «3a4HCTKH»
Hacejenusi. — DNR-News.com, 15.03.2015. <http://dnr-news.com/dnr/30830-basurin-kiev-
perebrosil-v-konstantinovku-batalon-lvov-dlya-zachistki-naseleniya.html> (accessed on
25.03.2016).

2 Tenmtad o JTII B KoHCTaHTHHOBKE: OTCTPAHEH KOMAHIMP 0aTajJboHA, 2 COJIIAT
apectoBaHo. — Inforesist. <https:/inforesist.org/genshtab-o-dtp-v-konstantinovke-otstra-
nen-komandir-batalona-4-soldat-arestovano/> (accessed on 25.03.2016); Pe3onancnoe
ATII B KoncrantuHoBke, cneurema. — Inforesist, <https://inforesist.org/tag/dtp-v-
konstantinovke/> (accessed on 25.03.2016); Interview with A. Honcharyk, Head of the
International Outreach of the Ukrainian Crisis Media Center, carried out by Kopdtin.
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Ukraine’s restrictions against Russian TV channels

One important, but also debatable, step towards diminishing the influence of
Russian propaganda via TV came via stopping the transmission of Russian
TV channels in Ukraine and increasing the broadcasts of local Ukrainian
channels.”® On 5 February 2015 the Verkhovna Rada imposed a decree
restricting the distribution of movies and TV series about the Russian armed
forces, which are released after 1991, due to them being a threat to Ukraine’s
national security.** In Crimea and the Donbas region, it was very difficult to
get information from sources other than the Russian media and local sepa-
ratists’ channels, after Ukrainian TV channels had been banned in the occu-
pied territories. New propaganda-oriented channels that started out as online
news portals, such as LifeNews?, were also founded during that time, and
have now become influential TV channels.?® However the ban against these
Russian channels does not seem to be total and incidents have been reported
of Russian media channels still being available in places.

In addition to Russian propaganda channels, there is also the issue of
some Ukrainian channels having a pro-Russian orientation, for example
Channel 17.%

Flyers and leaflets as counter-measures in the ATO region

Due to the limited reach of Ukrainian media channels in the ATO region, the
Ministry of Information Policy also resorted to distributing different leaf-
lets and print material in the region to spread pro-government views in the
region. Below you can see examples of leaflets depicting pro-Russian sepa-
ratist political and military leaders as terrorists and criminals.

2 Mashable: Ukraine is banning films and TV shows that glorify Russia’s military. —
Kyiv Post, 02 April 2015. <http://www.kyivpost.com/content/lifestyle/mashable-ukraine-
is-banning-films-and-tv-shows-that-glorify-russias-military-385189.html> (accessed on
30.06.2015).

24 Mashable: Ukraine is banning films and TV shows that glorify Russia’s military
2015.

2 http:/lifenews.ru.
26 Interview with V. Moroz, carried out by Sazonov.
27 Intwerview with Y. Butusov, carried out by Miiiir.
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Picture 2.“Wanted Igor Plotnitzky. Project ‘Novorossiya’— a criminal in power”



